Microsoft shuts down No-IP accounts in anti-malware battle - IT News from V3.co.uk 02/07/2014 


V3 e co e M kK All the latest UK technology news, reviews and analysis Q Keyword | Search”) 


Home Features Blogs | Video | Reviews | Downloads | Jobs a ee T 


IPad | Software | Internet | Security | Government | Social Networking | Mobile Phones | SMB | V3 Tablet App | 


A x Newsa Securtya Most Read Most Discussed Most Watched 


Microsoft shuts down No-IP accounts in anti- fel Gicompottionconmissonerhinsat 
malware battle YouTube investigation after completing 
Google study 
by Dave Neal 01 Jul 2014 
2 Microsoft shuts down No-IP accounts in 
E Lintedin | Newdetters anti-malware battle 


3 IBM vill open London data centre in July in 
SoftLayer cloud computing expansion 


4 Secret Facebook mood study raises 
privacy concerns 


5 Mobilelron offers mobile admin tablet app 
and greater BYOD controls 


Updating your subscription status ye 
Today's top stories 


Microsoft backtracks on 


Microsoft security email update cut- 
off 


Microsoft has made a new stand against cyber criminals with its action against a firm called 
No-IP, which offers domain name system (DNS) services. 
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According to Microsoft, No-IP is the source of many Bladabindi and Jenxcus malware attacks. 
The firm said it has seen more than 7.4 million Bladabindi and Jenxcus incidents over the 
past year, and that 93 percent of them can be traced back to the No-IP network. 


Richard Domingues Boscovich, assistant general counsel for Microsoft's digital crimes unit, 
said: "We're taking No-IP to task as the owner of infrastructure frequently exploited by cyber 
criminals to infect innocent victims with the Bladabindi (NJrat) and Jenxcus (NJwOrm) family of 
malware. 
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"The social media-savvy cyber criminals have promoted their wares across the internet, 
offering step-by-step instructions to completely control millions of unsuspecting victims’ 
computers to conduct illicit crimes — demonstrating that cyber crime is indeed a global 
epidemic." 
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No-IP, which said many innocent accounts have suffered at Microsoft's hands, explained that 


the regular approach in such circumstances is usually a two-way dialogue. 


computing expansion 
"We were very surprised by this. We have a long history of proactively working with other 
companies when cases of alleged malicious activity have been reported to us. Unfortunately, 


Microsoft never contacted us or asked us to block any subdomains, even though we have an | Newsletters 0000000 O O 


open line of communication with Microsoft corporate executives," it said in a statement. Get the latest news (daily or weekly) direct to 
your inbox with V3 newsletters. 


"Millions of innocent users are experiencing outages to their services because of Microsoft's 
attempt to remediate host names associated with a few bad actors. Had Microsoft contacted 
us, we could and would have taken immediate action. 


"Microsoft now claims that it just wants to get us to clean up our act, but its draconian actions 
have affected millions of innocent internet users." 


The news comes at the same time that Microsoft appears to have backtracked on plans to Case studies and reports 


stop sending email alerts to IT professionals about its forthcoming security updates. ; F 
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